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Awareness Through Information Sharing

Incidents/Articles of Note:

¢ CISA Warns of Russia-Sponsored Threats to Critical Infrastructure

* Why defining and securing systemically important critical infrastructure is so
vital

e Securing Critical Infrastructure to the Cloud

¢ Gecko Robotics To Protect Critical Infrastructure?

¢ U.S. Water Utilities Prime Cyber Attack Target, Experts

e EPA Set To Invest Big In Water Facility Cybersecurity

This is an open-source product. Redistribution is encouraged.


https://fusion.vsp.virginia.gov/vfcshield/ciaware-june-2022/
https://fusion.vsp.virginia.gov/
https://fusion.vsp.virginia.gov/shield
https://fusion.vsp.virginia.gov/shield-products
https://fusion.vsp.virginia.gov/resources
https://fusion.vsp.virginia.gov/sar
https://fusion.vsp.virginia.gov/shield
https://securityintelligence.com/news/nation-state-threats-to-critical-infrastructure/
https://www.weforum.org/agenda/2022/05/securing-systemically-important-critical-infrastructure/
https://www.hstoday.us/subject-matter-areas/cybersecurity/securing-critical-infrastructure-to-the-cloud-why-federal-operators-need-hardware-enforced-cyber-defense/
https://www.forbes.com/sites/brucerogers/2022/06/20/jake-loosararian-builds-gecko-robotics-to-protect-critical-infrastructure/?sh=262fac6494f6
https://threatpost.com/water-cyberattack-target/179935/?web_view=true
https://fcw.com/security/2022/05/epa-pushes-improve-cybersecurity-americas-water-systems/367214/

- Tools and Resources -

Training | FEMA

Secure Tomorrow Series 1S-860.C: The National
Toolkit Infrastructure Protection

Plan, An Introduction

Resource | CISA

The Secure Tomorrow Series

Toolkit is a diverse array of interactive Ensuring the security and resilience of
and thought-provoking products uniquely the critical infrastructure of the United
designed to assist stakeholders across States is essential to the Nation’s

the critical infrastructure community to security, public health and safety,

self- facilitate and conduct strategic economic vitality, and way of life. The

foresight activities that will enable them to purpose of this course is to present an
overview of the National Infrastructure
Protection Plan (NIPP). The NIPP

provides the unifying structure for the

derive actionable insights about the
future, identify emerging risks, and

develop risk management strategies that,

if taken integration of existing and future critical

today, could enhance long-term critical infrastructure security and resilience

infrastructure security and resilience to efforts into a single national program.

implement now.
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https://www.cisa.gov/secure-tomorrow-series-toolkit
https://training.fema.gov/is/courseoverview.aspx?code=IS-860.c
https://fusion.vsp.virginia.gov/
https://fusion.vsp.virginia.gov/sar
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Sharing"

The opinions or conclusions of the authors reflected in the open source articles and resources is not
endorsed and/or does not necessarily reflect the opinion of the Virginia Fusion Center. The sources have
been selected to provide you with event information to highlight available resources designed to
improve public safety and reduce the probability of becoming a victim of a crime.
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